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Preface

Safer Primary Care
Health services throughout the world strive to provide care to people when they
are unwell and assist them to stay well. Primary care services are increasingly at
the heart of integrated people-centred health care in many countries. They provide
an entry point into the health system, ongoing care coordination and a personfocused approach for people and their families. Accessible and safe primary care
is essential to achieving universal health coverage and to supporting the United
Nations Sustainable Development Goals, which prioritize healthy lives and promote
well-being for all.
Health services work hard to provide safe and high quality care, but sometimes
people are inadvertently harmed. Unsafe health care has been recognized as a
global challenge and much has been done to understand the causes, consequences
and potential solutions to this problem. However, the majority of this work up to
now has focused on hospital care and there is, as a result, far less understanding
about what can be done to improve safety in primary care.
Provision of safe primary care is a priority. Understanding the magnitude and nature
of harm in primary care is important because most health care is now offered in this
setting. Every day, millions of people across the world use primary care services.
Therefore, the potential and necessity to reduce harm is very considerable. Good
primary care may lead to fewer avoidable hospitalizations, but unsafe primary care
can cause avoidable illness and injury, leading to unnecessary hospitalizations,
and in some cases, disability and even death.
Implementing system changes and practices are crucial to improve safety at all
levels of health care. Recognizing the paucity of accessible information on primary
care, World Health Organization (WHO) set up a Safer Primary Care Expert Working
Group. The Working Group reviewed the literature, prioritized areas in need of
further research and compiled a set of nine monographs which cover selected
priority technical topics. WHO is publishing this technical series to make the work of
these distinguished experts available to everyone with an interest in Safer Primary
Care.
The aim of this technical series is to provide a compendium of information on
key issues that can impact safety in the provision of primary health care. It does
not propose a “one-size-fits-all” approach, as primary care is organized in different
ways across countries and also often in different ways within a given country.
There can be a mix of larger primary care or group services with shared resources
and small services with few staff and resources. Some countries have primary
care services operating within strong national support systems, while in other
countries it consists mainly of independent private practices that are not linked
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or well-coordinated. The approach to improving safety in primary care, therefore,
needs to consider applicability in each country and care setting.
This technical series covers the following topics:
Patients
n

Patient engagement

Health workforce
n

Education and training

n

Human factors

Care processes
n

Administrative errors

n

Diagnostic errors

n

Medication errors

n

Multimorbidity

n

Transitions of care

Tools and technology
n

Electronic tools

WHO is committed to tackling the challenges of patient safety in primary care, and
is looking at practical ways to address them. It is our hope that this technical series
of monographs will make a valuable and timely contribution to the planning and
delivery of safer primary care services in all WHO Member States.
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1 Introduction

1.1 Scope
This monograph aims to raise awareness among World Health Organization (WHO)
Member States about the role of electronic tools and eHealth in safer primary
care. After outlining the approach taken to compile information, the monograph
examines electronic tools used by providers and patients.
The focus is on using electronically stored data and communication technology
to accomplish health systems’ goals, including improving health care efficiency
and quality, and empowering patients to play a more active role in their health (1).
The term “electronic tools” in this monograph is used as equivalent definition of
WHO “eHealth” throughout this monograph, which is the use of information and
communication technologies in health.

1.2 Approach
To compile information for this monograph, WHO sought the advice of experts
in the field recommended by the Safer Primary Care Expert Working Group and
reviewed relevant research and the published literature.
International experts provided feedback, shared examples of strategies that have
worked well around the world, and gave practical suggestions about potential
priorities for the WHO Member States to improve the safety of primary care
services.
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2 Electronic tools

Electronic tools, or eHealth can have an important impact on safety in primary
care. Well-designed and implemented, the use of information and communication
technologies in health service delivery can link health care workers with one another
and with patients and families in order to provide high-quality care that is safer,
more reliable, more efficient, equitable and sustainable (2). When strategically used
across the health system, eHealth can enable health systems to function effectively,
and support health services to deliver integrated, coordinated interventions that
engage patients and address their needs across the health continuum (3).
Experts from around the world identified that key vulnerabilities for patient safety
in every health system include communication and teamwork, ordering and
interpretation of diagnostic tests, data management, transitions between levels
of care, and completeness of patient records (4). eHealth can help to address
these vulnerabilities by, for example, providing decision support for prescriptions
and test orders, improving documentation and communication for handovers
between providers, tracking and sharing diagnostic test results, and enhancing
data monitoring and analysis (5).
However, it must be emphasized that electronic tools support, rather than replace
the expertise of high-functioning teams of health care providers. Achieving safer
primary care requires thoughtful integration of eHealth into primary care service
delivery. It also requires a paradigm shift away from reactive approaches towards
approaches that improve quality of care, strengthen provider-patient interactions
and empower patients and families as essential partners in care. Electronic tools
can support this process, but are not an end in themselves.
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3 Potential solutions

The following sections provide examples of how eHealth is supporting safer care
in a range of health systems around the world. Overall, linking the implementation
of electronic tools in local settings to a national eHealth strategy is essential as
it provides the foundation, justification and support needed to go forward in a
coordinated and systematic way.

3.1 Provider-facing technologies
Electronic health records
Electronic health records are digital records systems that replace or complement
paper records as the means by which providers and patients keep track of patients’
health information. Electronic health records also allow providers to share
information more easily and communicate with one another about patient care
(6). They typically contain a patient’s medical history, diagnoses and treatment,
medications, allergies, immunizations, as well as radiology images and laboratory
results (7).
Electronic health records can support safer primary care in a number of ways.
First, they can help to ensure and standardize documentation of patient encounters
with the health system. When they include decision support functions, they may
reduce medication errors by alerting providers to potential drug-drug interactions
or errors in dosage. By enabling electronic prescriptions, they can help circumvent
potential errors due to illegible handwriting (8). Electronic health records can also
help with handovers between providers by structuring and facilitating information
exchange to ensure that essential information is documented and shared (6).
Electronic health records demonstrate many benefits, but evidence of their impact
on safety is mixed. Poorly-designed and implemented electronic health records
may create more work for providers and contribute to dissatisfaction and burnout
(9).
It is important for policy-makers in health systems to establish eHealth policy and
to implement electronic health records strategically to ensure their integration
into clinical practices as well as adaptation to the local context. For some health
systems, this may involve the introduction of electronic health records to replace
paper records. For others, it may mean having integrated electronic information
systems between primary care and hospital and social care. A study in seven highincome countries found that some countries achieved more positive results with
electronic health records than others due to a combination of financial and quality
of care incentives and varying levels of government investment (10). Provider
expectations need to be carefully managed so electronic health records are not
seen as a panacea for all care delivery and safety challenges.
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Population management tools
Electronic health records document an individual’s care. Building on this,
population management tools can be used with aggregated electronic health
records (or datasets) to review various aspects of care and plan for the care of
larger patient populations. This may include initiatives to support adherence to
guidelines for health promotion, disease prevention and the management of longterm conditions. These datasets can also be “mined” to look for disease trends
and used as a means of detecting potential errors, including missed or delayed
diagnoses (11).
Other population management tools can help primary care teams and health
systems to provide proactive and safe care. For example, patient registries are lists
of patients with specific conditions. These can be used to identify and reach out
to groups of patients for recommended preventive care, such as those requiring
immunizations or cancer screenings. Well-designed population management
tools create and continuously update registries by monitoring and analyzing data
from electronic health records. Patient registries can also be used to track patients
with important presenting symptoms (e.g., breast lump) or abnormal diagnostic
findings to signal the need for follow up.
There are also examples of approaches to mining large amounts of data to find
“diagnostic triggers” or instances of potential delays in diagnosis (12). These tools
do not rely on patients returning for an appointment with their provider to register
whether follow-up has happened. They can be designed with triage functionality to
focus attention on the most critical situations.

Mobile technologies
Electronic tools are essential to connect members of the health care team, including
community health workers. Mobile technologies are becoming an important
resource for health service delivery due to their ease of use and wide acceptance
(13). Health personnel in remote and rural areas can particularly benefit from using
smartphones to stay connected to knowledge resources and information systems
as they provide care.
Mobile phone applications for data entry, electronic decision support, job aids,
and the use of text messages as reminders are examples of mobile tools in
broad use (14). Such tools can help increase health worker’s engagement within
the communities they work and increase peer-to-peer communication between
community health workers to facilitate support and sharing of good practice (15).

3.2 Patient-facing technologies
Two growing areas of investment and innovation are patient-facing tools focused
on self-management and technologies that link patients and providers directly.
These tools offer more efficient possibilities for providing health services including
in difficult-to-reach settings. The aim of many of these tools is to enhance patient
empowerment, activity and agency in their own care, thereby improving efficiency,
patient experience and safety.
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Patient self-management tools
Most illness management, including medication adherence, disease monitoring,
healthy lifestyle choices and symptom management, occurs outside of the formal
health system. Patient self-management is therefore fundamental for better health
care. A number of interventions using electronic tools have been developed to
facilitate patient self-management for common conditions such as asthma,
hypertension and diabetes (16).
With an increasing number of people using mobile phones and devices, there is
great interest in fostering their availability and effective use to improve health
care delivery and safety. Real-time feedback from prevention to diagnosis,
treatment (including adherence) and monitoring are some of the benefits relevant
to improving safety; other benefits include system-wide tracking of medication
stock-outs and end-to-end tracking of medications, emergency call centres and
information access.
Mobile applications to support self-management are expanding rapidly in number
and scope, but to date there is mixed and somewhat limited evidence about
the effectiveness of these tools. Systematic reviews of smartphone and tablet
applications (apps) have found equivocal effects (17).
By contrast, reviews of online interventions for lifestyle and nutritional behaviour
change have generally positive outcomes, particularly where there is interaction
involved (18). Text messaging reminders and decision support also often have
positive outcomes (19).
Socioeconomic and geographic factors may be a barrier to accessing health care
facilities, especially among the most poor and vulnerable populations. A number
of low-income countries have started to adopt electronic tools to support patient
self-management to fill in the gap of access to health care. Research by WHO
found that 77% of low-income countries were using text messages or other mobile
communication tools to improve treatment concordance (20).

Patient portals
In high-income countries, electronic health records are increasingly linked to
personal health records or patient portals. These portals allow patients to access
all or part of their own health information (e.g. medication lists and laboratory
test results). Such tools may also allow direct and secure communication between
the patient and a health care provider about scheduling, test results, prescription
refills and clinical questions. Having access to records can help patients correct
or prevent potential medical errors (21). Research suggests that this approach is
acceptable to clinicians and can increase patient satisfaction and adherence (22).

Telemedicine
Telemedicine is a classic eHealth tool linking patients to providers, as well as
providers with one another by means of an audio-visual link. In this way, patient
consultation is provide from a distance instead of through face-to-face interaction.
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Telemedicine is typically used to help patients and communities that would
otherwise have limited access to primary care providers. Primary care providers
have also used telemedicine to gain help interpreting diagnostic imaging results
with support from specialists in other locations. Telemedicine support such as this
can be of an equivalent quality to in-person specialist visits (23).

Patient barriers to adoption
While electronic tools have much potential, it is important to recognize barriers that
may prevent patients from using them. Internet access and computer or smartphone
availability and literacy are often required as a minimum. Age, gender, ethnicity,
language, education level and socioeconomic status may also be potential hurdles
(24).
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4 Practical next steps

Electronic health tools have been implemented around the world. They create
an opportunity for safer primary care in many settings, although there can be
unintended consequences, such as technical errors, data security concerns and
altering the dynamics of communication between patients and providers (25). In
some rural areas, more people may have more access to mobile phones than to
clean toilets. Each country and community needs to consider the local context
when planning to use electronic tools to support safer primary care.
Strategies that WHO Member States could consider prioritizing while implementing
electronic tools to improve safety in primary care include:

1. Investing strategically
n

planning the adoption of electronic tools in line with national programmes or
strategies for eHealth development;

n

ensuring that electronic tools are fit-for-purpose at the primary care level, and
adapted to the local context;

n

recognizing that the tools themselves will not be stand-alone solutions and
therefore adopting standards that will allow later integration with other eHealth
tools.

2. Learning from trends and experience
n

sharing of the eHealth experience of other countries, as well as trends and best
practices; understanding of the outcomes that can be achieved, and the types of
goals for which eHealth is relevant;

n

investing time in this research to gain an appreciation of the potential
technologies, challenges and risks that should be considered in planning (26).

3. Creating an infrastructure to support the use of electronic tools
n

recognizing that eHealth (in all its forms) must be implemented on a foundation
of infrastructure, standards, legislation, which require a long-term outlook and
commitment;

n

recognizing that the adoption and effective use of eHealth in primary care
settings will depend on a capable and engaged workforce;

n

embedding primary care coding systems into electronic health records to allow
for quality improvement activities, which are relevant to primary care.
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5 Concluding remarks

Primary care services are at the heart of health care in many countries. They provide
an entry point into the health system and directly impact on people’s well-being
and their use of other health care resources. Unsafe or ineffective primary care may
increase morbidity and preventable mortality, and may lead to the unnecessary use
of scarce hospital and specialist resources. Thus, improving safety in primary care
is essential when striving to ensure universal health coverage and the sustainability
of health care. Safer primary care is fundamental to the United Nations Sustainable
Development Goals, particularly to ensure healthy lives and promote well-being
for all at every age.
Understanding the magnitude and nature of harm in primary care is important
because a significant proportion of health care is offered in this setting, yet there
is little clarity about the most effective ways to address safety issues at this level.
This monograph summarizes the evidence and experience for the application of
electronic tools and technologies in order to improve patient safety in primary
care. However, electronic tools and technologies would need to be implemented in
conjunction with other important aspects covered in this series.
The Technical Series on Safer Primary Care addresses selected key areas that WHO
Member States could prioritize according to local needs. This section summarizes
the key messages from all of the monographs and provides a list of 10 key actions
that are likely to have the most impact on improving safety in primary care. Links
to online toolkits and manuals are also referenced in order to provide practical
suggestions for countries and organizations committed to moving forward this
agenda.

1. Set local priorities
Countries and regions differ and a strategy that works well in one area may not
transfer well to another. Similarly, issues in need of improvement in some regions
may not be a priority for others. In seeking to improve safety in primary care,
countries could use local information about their safety issues to identify key
priorities at the national or regional level. Priority setting could be accomplished by
drawing on input from patients and professionals, sourcing local statistics on safety
issues and comparing key themes from the literature with local circumstances (27).
Checklists are also available to help identify potential patient safety issues such as
environmental risks in primary care services (28).
One practical way to move forward is creating mechanisms for bringing together
key stakeholders to consider the local information available and develop strategic
and operational plans for improving safety in primary care. Communicating
proposed priorities widely and amending them based on feedback from health
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care professionals and patients would help to obtain their buy-in, as well as raise
awareness of the importance of improving patient safety in primary care.
Regular measurement of safety related performance indicators could be considered
as one of the priorities. Policy-makers can use measurements to help identify local
issues where performance is suboptimal and then evaluate different types of
interventions for improvements. Priorities could be reviewed every few years to
ensure that they remain in line with local needs and good practice.

2. Take a wider systems approach to improving safety
Although the series has described specific technical areas, each monograph
refers to interlinkages with other areas. Focusing on improving just one factor
may not have a large or sustainable impact on patient safety overall. It may be
important to simultaneously improve communication with patients, train health
care professionals and introduce new tools to support more streamlined care.
Taking a systems approach to safer primary care means looking at how different
components relate to one another and considering various factors which could
influence safety. These include factors such as workforce availability and capability.
A practical systems level initiative is to focus on increased communication and
coordination across different types of care including primary, secondary and also
social care. This may include strengthening technical systems for sharing records
and communicating what is happening.
It is also important to build relationships between care professionals. At a policy
level, this may involve considering how to develop supportive infrastructure, such
as having a directory of services to help build networks of professionals and align
resources. If hospital, primary care and social care professionals are able to meet
and discuss safety issues, this could foster supportive relationships and increase
understanding of each other’s roles. Regional forums or meetings could be set up
so that professionals from different organizations can get to know each other and
share their successes and challenges in improving patient safety.
Manuals and reference lists are available with further ideas for improving
coordination and reducing fragmentation across systems (29,30).

3. Communicate the importance of safety in primary care
Policy-makers, health care professionals, patients and families may not always be
aware that there are important safety issues to consider in primary care. Raising
awareness of this as a priority area will help stakeholders to understand why safety
in primary care is essential to improve people’s well-being and for safeguarding
scarce health care resources.
Serious consequences due to the lack of safety in primary care, particularity relating
to poor transitions of care between primary and other levels, and administrative,
diagnostic and medication errors could be highlighted to raise awareness on the
need to improve patient safety in primary care.
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Practical ways to increase awareness include incorporating safety-related
information into the training of health professionals, communicating effectively to
professionals and patients through channels that would be most appropriate for
them and spreading key messages through media campaigns. A communications
plan could be developed in tandem with local priority setting discussed earlier.

4. Focus on building a positive safety culture
Effective leadership and supportive culture are essential for improving safety in
primary care.This means creating an environment where professionals and patients
feel able to speak up about safety issues that they are concerned about, without
fear of blame or retribution. It means promoting an environment where people
want to report risks and safety incidents in order to learn from them and reduce
their recurrence, and where incidents are seen as caused largely by system failures
rather than individuals. This also includes the importance of having feedback
mechanisms in place to explain any improvements made after safety issues have
been raised. Promoting transparency is key to building a strong safety culture.
A number of tools are available describing approaches to support the development
and measurement of a positive safety culture (31,32).
Practical steps that could be taken to strengthen safety culture include: leadership
walkrounds, whereby senior managerial and clinical leaders “walk the floor” (in
this case, leaders visiting clinics and speaking with staff and patients about what
is working well and not so well); starting team meetings with a patient story; using
reflective practice to focus on safety issues, such as audits and having mechanisms
for reporting safety issues, such as through regular team meetings. Such approaches
may need to be adapted for use in smaller primary care clinics. Regardless of the
specific method, the focus should be on raising awareness, encouraging safety
discussions and taking concrete follow-up actions to build a safety culture.

5. Strengthen ways of measuring and monitoring patient safety
It is important to measure and monitor patient safety improvements over time.
This may include having clear definitions of patient safety incidents and indicators
to be measured annually, setting up national or local incident reporting systems
where data is compiled regularly, or using tools to assess patient experiences and
measure improvements in patient safety.
Using checklists in individual practices can both improve the quality of care and
act as a structured form of record keeping. A number of examples of checklists to
improve safety monitoring are available (33).
Data quality is fundamental to measuring improvements in patient safety. If accurate
and comprehensive medical records are not kept, then errors and omissions are
more likely to occur. As health systems mature, clinical governance processes tend
to strengthen. This includes having processes for managing risks and identifying
strategies for improvement.
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A number of tools are available to measure and monitor different aspects of safety
in primary care and countries could examine what is currently available and adapt
materials based on local priorities (34,35).

6. Strengthen the use of electronic tools
The adoption of electronic tools will be critical to improving safety in many ways.
Examples include the use of electronic health records for more accurate and
complete patient records; timely and reliable sharing of health data; supporting
the diagnosis, monitoring and management of diseases and conditions; effecting
behaviour change and reduction of health risk, and empowering and engaging
patients and families in their own care. eHealth can help structure communication
between professionals in a way that reduces errors and improves coordination. It
can reduce unnecessary consultations and hospitalizations and improve access to
knowledge about health conditions and their management for both professionals
and patients. However, to achieve their full potential, electronic tools need to be
integrated with other parts of service delivery and adapted to the local context.
It takes time and resources to implement electronic tools, and requires the capacity
to use and maintain them. It is therefore important to be strategic and to understand
the foundations and design of systems in order to ensure the best return on
investment. Linking the implementation of electronic tools in local settings to a
national eHealth strategy is essential as it provides the foundation, justification
and support needed to go forward in a coordinated way.
Irrespective of the status of the health system, it is important to strengthen the
use of electronic systems to improve patient safety. For some countries, this may
involve the introduction of electronic health records to replace paper records.
For others, it may mean having integrated electronic systems between primary
care and hospital and social care, or making the tools easier for professionals and
patients to use. Countries could draw on lessons learned from other countries
about implementing electronic health records, including the challenges faced and
how these were overcome, and what best practices could be applicable to their
own setting.

7. Involve patients and family members
Empowering and encouraging patients to speak up, for example when something
does not seem right or when a symptom is inadequately explained, can be
fundamental to improving patient safety. Family members play a key role as
advocates and informal carers and therefore supporting and educating them can
help to improve safety.
Proactive engagement of patients and families can help to accelerate the
implementation of health care safety initiatives. When systems open themselves
up to patients rather than being reactive, this is likely to improve system efficiency
and the quality of care.
A number of tools have been evaluated to enhance patient and family involvement
and awareness, including those with limited or low literacy skills (36-39).
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8. Strengthen workforce capacity and capability to improve safety
There is a need to strengthen the primary care workforce in many settings by
training a large pool of generalist workers, including doctors, nurses and those
with supporting roles.
Strengthening the workforce also involves focusing on recruitment and retention,
including taking steps to enhance the physical and physiological safety of health
care workers. Professional burnout, fatigue and stress can all adversely affect
patient safety.
The education and training of health care professionals to manage and minimize
potential risks and harm that can occur in primary care are central to improving
safety at all levels of care. This includes providing training on patient safety for
students (including students who may not be training to work in primary care to
ensure understanding across the different care pathways), multidisciplinary and
inter-professional education, as well as continuing professional development. A
number of free training course materials are available to help with this (40-42).
As a further step, consideration could be given to making involvement in safety
and quality improvement a requirement for ongoing training and professional
licensure.
In addition to formal education, informal approaches could also be applied to
build the capacity of health workforce to improve safety. This may include holding
regional meetings and coaching sessions to review patient safety incidents and
areas for improvement, and holding small team meetings to upskill staff.

9. Focus on those at higher risk of safety incidents
Some people are at greater risk of safety incidents in primary care. These include
children, older people, those living in residential care or nursing homes and people
with multiple health conditions. People with simultaneous mental health and
physical health issues are also at increased risk of safety incidents.
Focusing on groups at higher risk may improve the quality and safety of care by
providing more personalized care and ensuring smoother transitions between and
within services. For instance, upskilling professionals in how to identify and treat
depression may have an impact given the high rate of adverse events among those
with combined mental and physical health issues.
Across the world, most systems were not designed to care for people with multiple
health conditions. Systems may thus need to focus more on what can be done
to improve care for people with multiple conditions, including whether social
interventions would be more worthwhile than increasing medicalization.
A number of guidelines and toolkits suggest practical steps to better support people
at higher risk of safety incidents (43-47).
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10. Celebrate successes and share learning with others
Local teams, regions and countries should celebrate their successes and share
learning with others. Hearing what has worked well can spark ideas in others and
help to continue the momentum towards safer primary care.
Ongoing research plays a key role in identifying what works best to improve safety
and how to implement best practices and success stories across diverse care
settings. Although the technical series has drawn together a wide range of evidence
and expertise, it has also highlighted a number of gaps about what works best
to improve patient safety in the primary care context. By continuing to promote
learning through research, and publishing and disseminating findings, countries
could contribute to knowledge in this area.
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